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Abstract—In the contemporary digital era, individuals spend
an increasing amount of time interacting with digital devices,
leading to potential issues such as cognitive overload, digital
fatigue, and diminished overall well-being. Traditional user
interface (UI) designs often adopt a one-size-fits-all approach,
failing to adapt to the dynamic cognitive and emotional states of
users. This limitation can exacerbate negative user experiences
and hinder productivity. Concurrently, the proliferation of
digital interactions has produced vast amounts of behavioral
data, including keystroke dynamics, which offer a non-invasive
and continuous source of information about user states. This
paper proposes an interdisciplinary approach to design and
implement an adaptive user interface (AUI) that leverages real-
time keystroke dynamics to infer user cognitive and emotional
states, thereby dynamically adjusting Ul elements to enhance
digital well-being. Integrating principles from behavioral data
analysis, human- computer interaction (HCI), and cognitive
psychology, our research aims to address the critical need for
more responsive and user-centric digital environments. We
develop a novel framework for extracting meaningful features
from raw keystroke data, modeling user states using machine
learning techniques, and translating these inferred states into
actionable Ul adaptations. Through a series of controlled
experiments, we demonstrate the efficacy of our AUI in
mitigating cognitive load, improving task performance, and
fostering a more positive user experience. Our findings highlight
the significant potential of keystroke dynamics as a robust
indicator of user well-being and provide a foundational
blueprint for future advancements in intelligent and empathetic
UI design. This work contributes to the growing body of
knowledge at the intersection of technology, psychology, and
design, paving the way for digital systems that are not only
efficient but also inherently supportive of human flourishing.

Keywords—Keystroke Dynamics, Adaptive User Interface,
Digital Well-being, Human-Computer Interaction, Cognitive
Psychology

1. INTRODUCTION

The pervasive integration of digital technologies into daily
life has fundamentally reshaped human interaction, work, and
leisure. From professional tasks to personal communication,

individuals are increasingly reliant on digital devices and
platforms. While this digital transformation offers
unprecedented opportunities for connectivity, information
access, and productivity, it also introduces a new set of
challenges related to cognitive strain, digital fatigue, and
overall well-being [1]. Prolonged engagement with static user
interfaces, which often fail to account for the fluctuating
cognitive and emotional states of users, can lead to suboptimal
experiences, reduced efficiency, and even adverse
psychological effects [2]. The conventional design paradigm,
largely based on a fixed interaction model, overlooks the
dynamic nature of human attention, motivation, and cognitive
capacity, thereby limiting the potential for truly user-centric
digital environments.

In parallel, the digital footprint left by user interactions,
particularly through keyboard input, represents a rich, yet
often underutilized, source of behavioral data. Keystroke
dynamics-the temporal and rhythmic patterns of typing-offer
a continuous, non- invasive, and objective means of inferring
various aspects of a user's cognitive and emotional state [3].
Unlike explicit self-reports or intrusive physiological sensors,
keystroke data can be collected passively and unobtrusively,
making it an ideal candidate for real-time adaptive systems.
While previous research has explored keystroke dynamics for
purposes such as biometric authentication [4] and the
detection of certain psychological conditions [5], its potential
for dynamically optimizing user interfaces to enhance digital
well-being remains largely untapped.

This paper analyzes real-time keystroke dynamics to
develop an adaptive user interface that intelligently responds
to the user's inferred cognitive load, attention level or
emotional state. Such interfaces would move beyond static
design principles to offer a more personalized and supportive
digital experience. For instance, an interface could subtly
adjust its complexity, visual cues, or feedback mechanisms
when a user is detected to be under high cognitive strain or
experiencing fatigue. This adaptive capability holds
significant promise for improving productivity in demanding
tasks, fostering more effective learning environments, and
promoting healthier digital habits.
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This research is based on the interdisciplinary intersection
of behavioral data analysis, human-computer interaction
(HCI), and cognitive psychology, aiming to bridge the gap
between the theoretical understanding of human cognitive
processes and the practical application of user interface (UI)
design. Our goal is to identify and extract significant features
from the raw keystroke data that are reliably related to
different cognitive and emotional states, such as attention,
fatigue and stress. Based on this, we have developed a
machine learning model that can accurately and in real time
infer the status of these users according to their keystroke
patterns. Meanwhile, an adaptive user interface framework is
designed and implemented, which utilizes these inferred
states to dynamically adjust UI parameters, including visual
representation, information density, and interaction modes.
finally, empirically evaluate the effectiveness of the proposed
adaptive Ul in enhancing user experience, reducing cognitive
overload, and improving the overall digital well-being of
various digital tasks.

This work makes several key contributions to the field.
firstly, it advances the understanding of how subtle, passively
collected behavioral data, Specifically keystroke dynamics,
can serve as a powerful proxy for internal user states.
Secondly, it provides a comprehensive framework for the
design and implementation of adaptive user interfaces that are
truly responsive to individual user needs. Thirdly, our
empirical evaluation offers concrete evidence of the benefits
of such adaptive systems in promoting digital well-being.
Ultimately, this research lays the groundwork for a new
generation of intelligent digital environments that are not only
efficient but also inherently empathetic and supportive of
human cognitive and emotional health.

2. RELATED WORK
2.1. Keystroke Dynamics for User State Inference

Research into keystroke dynamics has historically focused
on two primary applications: biometric authentication and the
detection of specific psychological or physiological
conditions. For biometric authentication, the unique patterns
of an individual's typing rhythm, including dwell time (time a
key is pressed) and flight time (time between key releases),
have been shown to be sufficiently distinct for identity
verification [6][7]. These studies have established the
foundational understanding that keystroke patterns are not
merely random but reflect underlying motor control, cognitive
processes, and even emotional states.

Beyond authentication, a growing body of literature has
explored the use of keystroke dynamics as a passive indicator
of various user states. For instance, changes in typing speed,
error rates, and backspace usage have been correlated with
cognitive load [8][9]. When users are under higher cognitive
strain, their typing tends to become slower, more error-prone,
and they may exhibit increased hesitation or correction
behaviors. Similarly, fatigue has been shown to manifest in
less consistent typing rhythms, increased inter-key intervals,
and a higher frequency of errors [10]. These findings suggest
that keystroke dynamics can serve as a valuable proxy for
monitoring a user's mental effort and energy levels during
digital tasks.

Emotional states have also been investigated in relation to
typing patterns. Studies have indicated that stress or anxiety
can lead to more erratic typing, characterized by greater
variability in key press durations and inter-key intervals [11].
Conversely, positive emotional states might be associated
with smoother, more fluid typing. While the direct mapping
of specific emotions to keystroke features remains a complex
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challenge, the general consensus is that emotional arousal and
valence can influence fine motor control, which in turn is
reflected in typing behavior [12].

However, much of the existing research in this area has
focused on identifying correlations between keystroke
features and predefined states in controlled laboratory settings.
There is a need for more robust models that can infer dynamic,
continuous user states in real-world, unconstrained
environments, and crucially, translate these inferences into
actionable design interventions. Furthermore, while some
studies have touched upon the diagnostic potential of
keystroke dynamics for mental health conditions [5], the
application of these insights to proactive well-being
enhancement through adaptive interfaces is still nascent.

2.2.  Adaptive User Interfaces (AUlIs)

Adaptive User Interfaces (AUIs) represent a paradigm
shift from static, one-size-fits-all designs to dynamic
interfaces that adjust their behavior, content, or presentation
based on user characteristics, context, or inferred states [13].
The core principle of AUISs is to enhance usability, efficiency,
and user satisfaction by tailoring the interaction experience to
individual needs. Early AUIs primarily focused on explicit
user preferences or predefined user profiles [14]. For example,
interfaces might allow users to customize themes, font sizes,
or shortcut keys. More advanced AUIs began to incorporate
implicit adaptation based on user behavior, such as frequently
used features or navigation paths [15].

With advancements in machine learning and sensing
technologies, AUIs have evolved to incorporate more
sophisticated forms of adaptation. Context-aware AUIs
leverage environmental factors (e.g., location, time of day,
device type) to modify the interface [16]. User-aware AUISs,
on the other hand, attempt to infer internal user states, such as
cognitive load, expertise, or emotional state, to provide more
personalized and effective interactions [17]. For instance, an
AUI might simplify its layout when a user is detected to be a
novice, or provide more detailed explanations when a user is
struggling with a complex task.

Despite the promise of AUISs, several challenges persist.
One major hurdle is the accurate and reliable inference of user
states without being overly intrusive or computationally
expensive. Another is determining the optimal adaptation
strategy- how and when to modify the interface-to avoid user
confusion or a sense of loss of control [18]. Furthermore, the
evaluation of AUIs often requires complex experimental
designs to demonstrate their effectiveness over static
interfaces, particularly in terms of long-term user engagement
and well-being. Our work aims to address these challenges by
proposing a novel, non-intrusive method for user state
inference using keystroke dynamics and a systematic
approach to AUI design and evaluation.

2.3.  Digital Well-being and Cognitive Psychology in
HCI

The concept of Digital Well-being has gained significant
traction as researchers and practitioners recognize the need to
design digital technologies that not only enhance productivity
but also support human flourishing and mitigate potential
negative impacts on mental health [19]. Digital well-being
encompasses various dimensions, including psychological
well-being (e.g., reduced stress, improved mood), social well-
being (e.g., meaningful connections, reduced social
comparison), and cognitive well- being (e.g., sustained
attention, reduced cognitive overload) [20]. The design of
digital interfaces plays a crucial role in shaping these aspects



https://doi.org/10.64504/big.d.v2i3.238

Article

of well-being. For example, interfaces that constantly demand
attention, present overwhelming information, or induce fear
of missing out (FOMO) can negatively impact cognitive and
psychological well-being.

Cognitive psychology provides a theoretical foundation
for understanding how users interact with digital interfaces
and how these interactions affect their cognitive processes.
Concepts such as cognitive load theory [21], attention
allocation [22], and human error [23] are central to designing
effective and user-friendly systems. Cognitive load, in
particular, refers to the mental effort required to process
information and perform tasks. Excessive cognitive load can
lead to frustration, errors, and reduced performance.
Therefore, designing interfaces that minimize extraneous
cognitive load and optimize germane cognitive load is
paramount for enhancing user experience and well-being.

Our work integrates these principles by proposing that
keystroke dynamics can serve as a real-time indicator of a
user's cognitive state, including their cognitive load and
attention levels. By understanding these states, an adaptive Ul
can proactively adjust its presentation and interaction
modalities to optimize cognitive processing and promote
digital well-being. For instance, if keystroke patterns indicate
high cognitive load, the interface could simplify its layout,
reduce distractions, or provide more structured guidance. This
approach moves beyond reactive interventions to a proactive
design philosophy that prioritizes the user's cognitive health.
While previous research has explored the application of
cognitive psychology principles in UI design [24], the real-
time, dynamic adaptation based on implicit behavioral cues
like keystroke dynamics offers a novel and powerful avenue
for creating truly empathetic and supportive digital
environments.

In summary, while existing literature has explored
keystroke dynamics for authentication and limited state
inference, and adaptive Uls have evolved to incorporate
various forms of context and user awareness, there remains a
significant gap in integrating these areas to proactively
enhance digital well-being based on continuous, non-invasive
behavioral data. Our research aims to bridge this gap by
developing a comprehensive framework that leverages
keystroke dynamics to infer user cognitive and emotional
states and subsequently designs and evaluates an adaptive
user interface that responds to these inferred states to foster a
more positive and supportive digital experience. This
interdisciplinary approach, drawing from behavioral data
analysis, human-computer interaction, and cognitive
psychology, represents a crucial step towards creating digital
technologies that are not only efficient but also inherently
designed for human flourishing.

3. METHODOLOGY AND SYSTEM DESIGN
3.1.  Data Acquisition

To effectively capture keystroke dynamics, a dedicated
data acquisition module was developed. This module operates
in the background, passively recording keystroke events
without interrupting the user's primary tasks. The module logs

the following information for each key press and release event:

e Timestamp:  High-resolution
milliseconds) of the event.

timestamp  (in

e Key Code: Unique identifier for the pressed or released
key.

e Event Type: Indicates whether the event is a key press
(keydown) or key release (keyup).

Big.D | (2025)2:3

e Application Context: The active application or
window where the keystroke occurred, providing
contextual information about the user's task.

Data collection was performed on a diverse group of
participants engaged in typical digital tasks, such as text
editing, email composition, and web browsing. To ensure
ecological validity, participants used their own devices in
their natural working environments. Prior informed consent
was obtained from all participants, and data anonymization
techniques were applied to protect privacy. The raw data
collected forms the basis for extracting meaningful features
that reflect user states.

3.2.  Keystroke Feature Extraction

From the raw keystroke event data, a comprehensive set
of features was extracted to characterize typing behavior.
These features can be broadly categorized into timing- based,
frequency-based, and error-based metrics, each providing
unique insights into the user's cognitive and motor control.
The extraction process involves calculating various temporal
intervals and counts from sequences of keydown and keyup
events. Key features extracted include:

e Dwell Time (DT): The duration a key is held down
(key up timestamp - keydown timestamp for the same
key). Longer dwell times can indicate hesitation or
fatigue.

e Flight Time (FT): The time interval between the
release of one key and the press of the subsequent key.
Variations in flight time can reflect changes in typing
rhythm and fluency.

e Inter-Key Interval (IKI): The time between two
consecutive key presses. This is a fundamental
measure of typing speed.

e Keystrokes Per Minute (KPM): A measure of overall
typing speed, calculated as the total number of
keystrokes divided by the typing duration in minutes.

e Backspace Rate: The frequency of backspace key
presses relative to total keystrokes. A higher backspace
rate often indicates increased error correction,
potentially due to cognitive load or distraction.

e Error Rate: The ratio of detected typing errors (e.g.,
typos, grammatical mistakes, as identified by a spell
checker or predefined rules) to the total number of
characters typed. This metric directly reflects accuracy
and attention.

e Pause Duration and Frequency: The duration and
frequency of significant pauses in typing (e.g.,
intervals exceeding a predefined threshold, such as 1
second). Longer or more frequent pauses can suggest
cognitive blocking, task switching, or fatigue.

e Typing Rhythm Variability: Statistical measures (e.g.,
standard deviation, coefficient of variation) of the
consistency of dwell times, flight times, and inter- key
intervals. Increased variability can indicate erratic
typing patterns associated with stress or reduced motor
control.

These features are computed over sliding time windows to
capture dynamic changes in typing behavior. This windowing
approach allows for real-time analysis and adaptation, as
opposed to static, session-level metrics.
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3.3.  User State Inference Models

To infer users’ cognitive and emotional states from the
extracted keystroke features, a machine learning—based
approach was employed. The primary states targeted for
inference included cognitive load, attention level, and fatigue.
Cognitive load was defined as the degree of mental effort
required for the current task, ranging from low to high.
Attention level represented the user’s degree of focus, ranging
from focused to distracted. Fatigue reflected the user’s
alertness, ranging from alert to fatigued.

Supervised learning models were trained using datasets in
which keystroke features were paired with ground truth labels
of user states. The ground truth data were obtained through a
combination of self-report questionnaires and physiological
measurements. Specifically, subjective assessments were
collected using validated instruments such as the NASA Task
Load Index (NASA-TLX) for cognitive load and the
Karolinska Sleepiness Scale for fatigue, administered at
regular intervals during the experimental tasks. Where
applicable, physiological data such as eye-tracking indicators
for attention and heart rate variability for stress were recorded
to provide objective validation of the self-reported states.

The training process consisted of three major stages. In the
feature selection stage, methods such as Recursive Feature
Elimination (RFE) and correlation analysis were applied to
identify the most discriminative keystroke features for each
target state. During model training, several machine learning
algorithms were explored, including Support Vector
Machines (SVMs), Random Forests, and Recurrent Neural
Networks (RNNs), due to their effectiveness in handling
sequential input data. Among these, Long Short-Term
Memory (LSTM) networks demonstrated strong capability in
capturing temporal dependencies within keystroke sequences
and were therefore adopted as the primary inference model.
finally, model evaluation was conducted using standard
performance metrics such as accuracy, precision, recall, F1-
score, and the Area Under the Receiver Operating
Characteristic  Curve  (AUC-ROC). Cross-validation
procedures, including k-fold cross-validation, were employed
to ensure the robustness and generalizability of the trained
models.

The output of the trained models provided either
continuous probability estimates or categorical classifications
representing the inferred user states. This real-time inference
process constituted the core intelligence of the Adaptive User

Interface, enabling dynamic monitoring and adaptive
adjustment based on wusers’ cognitive and emotional
conditions.

3.4.  Adaptive User Interface (AUI) Design Principles

The AUTI is designed to dynamically adjust its presentation
and interaction modalities based on the inferred user states.
The core principle is to provide timely and appropriate
adaptations that enhance user experience and digital well-
being without causing disruption or confusion. Our AUI
framework incorporates the following adaptation strategies:

e Visual Adjustments: Modifying visual elements such
as font size, color contrast, brightness, and information
density. For example, if high cognitive load is detected,
the interface might reduce visual clutter and highlight
essential information.

e Content Simplification: Dynamically simplifying text,
reducing jargon, or breaking down complex

Big.D | (2025)2:3

information into smaller, more digestible chunks when
a user is fatigued or distracted.

e Interaction Modality Changes: Offering alternative
interaction methods or simplifying existing ones. For
instance, if typing speed decreases significantly, the
system might suggest voice input or provide more
prominent auto-completion features.

e Feedback and Nudges: Providing subtle, non-intrusive
feedback to the user about their inferred state (e.g., a
gentle reminder to take a break if fatigue is detected)
or offering nudges towards healthier digital habits.

e Task Prioritization/Reordering: In multi-tasking
environments, the AUI could suggest reordering tasks
or temporarily hiding less critical information to help
the user focus.

These adaptations are implemented through a set of
predefined rules and a dynamic UI rendering engine. The
rules map inferred user states to specific Ul changes, while
the rendering engine applies these changes in real-time. A
crucial aspect of the AUI design is to ensure that adaptations
are subtle and predictable, allowing users to maintain a sense
of control and avoid the feeling of being manipulated. User
studies and feedback mechanisms are integrated into the
design process to fine-tune these adaptation strategies.

3.5.  System Architecture

The Adaptive User Interface system is composed of
several interconnected modules, designed for scalability and
real-time processing. The overall architecture, depicted in
Figure 1, comprises the six key components that operate in an
integrated manner to enable real-time user state recognition
and interface adaptation.

User State
Inference
Module

Data Feature
Acquisition Extraction
Module Module

b

Adaptation
Decision
Module

v
Feedback

and Logging
Module

u

Rendering
Engine

A

Figure 1. Adaptive User Interface System

The Data Acquisition Module functions as a lightweight
background service that continuously captures raw keystroke
events, including keydown and keyup actions, timestamps,
key codes, and application context information, directly from
the operating system. It is designed to operate unobtrusively,
minimizing its impact on system performance.

The Feature Extraction Module processes the captured
data in real time, computing various keystroke-based features
such as dwell time, flight time, inter-key interval (IKI),
keystrokes per minute (KPM), backspace rate, error rate,
pause duration and frequency, and typing rhythm variability.
These features are calculated within predefined sliding
windows and aggregated into a structured format suitable for
machine learning—based inference.
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At the core of the system lies the User State Inference
Module, which hosts the trained machine learning models—
such as Long Short-Term Memory (LSTM) networks—that
take the extracted keystroke features as input to infer user
states, including cognitive load, attention level, and fatigue.
The inferred states are continuously updated to maintain a
dynamic profile of each user.

Based on these profiles, the Adaptation Decision Module
determines the most appropriate interface adjustments
according to a set of predefined adaptation rules. These rules
define how user interface parameters—such as font size, color
scheme, and information density—should be modified in
response to specific user states, ensuring that transitions
between adaptive states occur smoothly and maintain
usability.

The UI Rendering Engine implements these adaptation
decisions by interacting with the underlying user interface
framework or operating system APIs to dynamically adjust
visual elements, content presentation, and interaction
behaviors. This engine is designed for flexibility and cross-
platform compatibility, supporting a variety of application

types.

Finally, the Feedback and Logging Module records all
system activities, including raw keystroke data, extracted

features, inferred user states, and applied interface adaptations.

It also captures user feedback, such as task performance
metrics and explicit ratings, to facilitate continuous learning
and model refinement. The collected data not only supports
the evaluation of the AUI’s effectiveness but also serves as a
valuable resource for future model retraining and system
enhancement.

4. RESULTS

To evaluate the effectiveness of the proposed Adaptive
User Interface (AUI) in enhancing digital well-being, a series
of controlled experiments were conducted. This section
details the experimental design, data collection procedures,
model training and evaluation, and the results demonstrating
the AUI's impact on user performance, cognitive load, and
subjective experience.

4.1. Experimental Design

A total of 60 participants (30 male and 30 female), aged
between 18 and 35 years (M =24.7, SD = 3.2), were recruited
for the study. All participants were proficient in English
typing and reported using computers regularly for at least four
hours per day. Prior to the experiment, informed consent was
obtained from each participant, and individuals with any
neurological conditions or motor impairments that could
affect typing performance were excluded. The experiment
was conducted in a controlled laboratory environment to
minimize external distractions. Each participant used a
standard desktop computer equipped with a conventional
keyboard and mouse. The Adaptive User Interface (AUI)
system, incorporating both background data acquisition and
adaptation modules, was installed on these computers.
Participants were randomly assigned to either the Adaptive
Group (AG), which used the AUI, or the Control Group (CG),
which used a standard non-adaptive interface. Both groups
were required to perform the same set of tasks designed to
simulate realistic digital work scenarios and induce varying
levels of cognitive load and sustained attention.

The experimental tasks included three types of activities.
First, in the Document Editing task, participants proofread
and edited a complex technical document by correcting
grammatical errors, formatting inconsistencies, and logical
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flaws, thereby inducing moderate to high cognitive load.
Second, the Information Synthesis task required participants
to read multiple online articles on a specific topic and
synthesize the information into a concise summary,
emphasizing sustained attention and information processing.
Finally, the Data Entry task involved accurately entering a
given dataset into a spreadsheet, focusing on typing speed and
accuracy under repetitive conditions. Each task lasted
approximately 30 minutes, with short breaks between tasks,
resulting in a total experimental session of about two hours
per participant.

To evaluate the impact of the AUI, both objective
performance metrics and subjective user experience measures
were collected. Objective performance indicators, including
task completion time, typing speed (KPM), typing accuracy
(error rate), and backspace rate, were automatically logged by
the system. Subjective cognitive load was measured using the
NASA Task Load Index (NASA-TLX) after each task,
assessing six dimensions-Mental Demand, Physical Demand,
Temporal Demand, Performance, Effort, and Frustration-on a
21-point scale [25]. Additionally, digital well-being was
assessed at the end of the session using a customized
questionnaire adapted from established digital well-being
scales [20], evaluating perceived stress, fatigue, and overall
satisfaction with digital interaction. Throughout the
experiment, raw keystroke dynamics data (timestamps, key
codes, and event types) were continuously recorded for
subsequent feature extraction and user state inference.

4.2.  Data Collection and Preprocessing

Raw keystroke data were collected at a millisecond-level
resolution, yielding approximately 100,000 to 150,000
keystroke events per participant across all tasks. The data
underwent several preprocessing procedures to ensure quality
and consistency. Initially, noise filtering was applied to
remove outlier keystroke events, such as accidental key
presses or extremely long key holds resulting from system
delays. Events with dwell times exceeding one second or
shorter than ten milliseconds were identified as anomalies and
excluded based on statistical thresholds. Following this,
keystroke-based features described in Section 3.2-including
Dwell Time, Flight Time, Inter-Key Interval (IKI), KPM,
Backspace Rate, Error Rate, Pause Duration and Frequency,
and Typing Rhythm Variability-were computed using a 30-
second sliding window with a 15-second overlap, producing
a time-series dataset of keystroke features. Finally, all
numerical variables were normalized through Z-score
standardization to prevent features with larger numerical
ranges from disproportionately influencing the subsequent
machine learning models.

4.3.  User State Inference Model Training and
Evaluation

The user state inference models were trained using a
subset of the collected keystroke data, labeled with ground
truth cognitive load (from NASA-TLX scores) and fatigue
(from Karolinska Sleepiness Scale scores). Given the
sequential nature of keystroke data, Long Short-Term
Memory (LSTM) networks were chosen for their ability to
capture temporal dependencies and long-range patterns. The
models were trained to predict three states: low cognitive load,
moderate cognitive load, and high cognitive load; and two
states for fatigue: alert and fatigued.

Model Architecture: The LSTM network consisted of an
input layer, two LSTM layers with 128 units each, followed
by a dense layer and a softmax output layer for classification.
Dropout layers (0.3) were included to prevent overfitting.
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Training Details: The models were trained using the
Adam optimizer with a learning rate of 0.001 and a batch size
of 64. Training was performed for 50 epochs, with early
stopping based on validation loss. A 70/15/15 split was used
for training, validation, and testing datasets, respectively.

Model Performance: The performance of the user state
inference models is summarized in Table 1. The models
demonstrated high accuracy in classifying user states based
on keystroke dynamics.

AUC-ROC 0.95 0.96

These results indicate that keystroke dynamics can indeed
serve as a reliable indicator for inferring user cognitive load
and fatigue levels in real-time. The high AUC-ROC values
suggest excellent discriminative power of the models.

4.4.  Adaptive Interface Effect Evaluation

The primary objective of the experiment was to evaluate
the impact of the AUI on user performance, cognitive load,

TABLE L PERFORMANCE METRICS OF USER STATE INFERENCE and digital well-being. Statistical analyses were performed to
MODELS compare the Adaptive Group (AG) and the Control Group
(CG).
Metric Cognitive Load Model Fatigue Model
Accuracy 0.88 0.91 Figure 2 illustrates the average task completion time for
Precision 087 090 both groups across the three tasks. The AG consistently
Recall 0.89 0.92 showed shorter task completion times compared to the CG,
F1-Score 0.88 091 particularly for the more cognitively demanding tasks
' ' (Document Editing and Information Synthesis).
A CG
7 30 L
s 1 T 1 1
£ 251 T PE 1
£ 20/ . 1
S 5] |285[312 29.1(325
® 253|261
g
8 104
S
g 59
¢
< 0
Document Editing Information Synth. Data Entry

Figure 2. Average Task Completion Time (Minutes) for Adaptive vs. Control Groups

TABLE II. SIGNIFICANT DIFFERENCES IN TASK COMPLETION TIMES

FOR DOCUMENT EDITING

Task Adaptive Group  Control Group (Mean +
(Mean + SD) SD)

Document Editing 28.5+2.1 312+25

Information 291423 325428

Synthesis

Data Entry 253+1.8 26.1+£2.0

Statistical analysis in Table 2 revealed significant
differences in task completion times for Document Editing
(t(58) =-4.5, p <0.001) and Information Synthesis (t(58) = -

5.1, p<0.001), indicating that the AUI significantly improved
efficiency for complex tasks. For Data Entry, the difference
was not statistically significant (t(58) = -1.5, p = 0.138),
suggesting that for highly repetitive tasks, the of adaptation
might be less pronounced.

4.4.1. Typing Metrics

Figure 3 presents the average typing speed (KPM) and
error rates for both groups. The AG exhibited higher typing
speeds and lower error rates, especially during periods of high
cognitive load.

80
m AG

S 60 T CG
o
< 58,9
= )
@ 40 A
&
£ 20 |
o 2,7
=

0 -

Keystrokes Per Minute Error Rate
Figure 3. Average Typing Speed (KPM) and Error Rate (%) for Adaptive vs. Control Groups
TABLE III. INDEPENDENT SAMPLES
Adaptive Group (Mean + Control Group (Mean =+ KPM 652+45 589+5.1

Metric

SD) SD)
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As shown in Table 3, independent samples t-tests
confirmed significant differences for both KPM (t(58) = 6.2,
p < 0.001) and Error Rate (t(58) = -9.8, p < 0.001). These
results suggest that the AUI, by adapting to user states, helped
maintain or even improve typing efficiency and accuracy.

4.4.2. Cognitive Load Assessment

Figure 4 shows the mean NASA-TLX scores for both
groups across the tasks. The AG consistently reported lower
overall cognitive load compared to the CG.

80

[ Adaptive Group
[ Control Group

60 4

40

58.3 | [EA!
551 489
204
0

Document Information Data Entry
Editing Synthesis

Mean NASA-TLX score

Figure 4. Mean NASA-TLX Scores (Overall) for Adaptive vs. Control
Groups

4.4.3. Digital Well-being

5

Perceived Stress Perceived Fatigue

N W b

2 1-Likert scale

Figure 5. Mean Digital Well-being Scores (Perceived Stress & Fatigue) for
Adaptive vs. Control Groups

Independent samples t-tests showed significant
differences for Perceived Stress (t(58)=-8.9, p < 0.001) and
Perceived Fatigue (t(58) = -11.2, p < 0.001). These results
strongly support the hypothesis that the AUI contributes to
enhanced digital well-being by mitigating negative subjective
experiences associated with prolonged digital interaction.

5. ANALYSIS AND DISCUSSION
5.1.  Interpretation of Results

Our results demonstrate a clear and statistically significant
advantage of the AUI over a traditional, static interface across
multiple dimensions: task performance, objective typing
metrics, subjective cognitive load, and perceived digital well-
being. The consistent improvements observed in the Adaptive
Group (AG) underscore the potential of dynamic interface
adaptation based on inferred user states. First of all, the AUI
significantly reduced task completion times for cognitively
demanding tasks such as document editing and information
synthesis. This suggests that by proactively adjusting UI
elements, the system effectively mitigated cognitive
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processing. For instance, when the AUI detected signs of high
cognitive load (e.g., increased pause durations, slower typing
rhythm), it might have simplified the visual layout or
highlighted critical information, thereby reducing extraneous
cognitive load and allowing users to allocate more mental
resources to the primary task. The less pronounced effect on
data entry tasks, which are primarily repetitive and motor-skill
intensive, aligns with expectations, as these tasks inherently
involve lower cognitive load and thus offer less room for
improvement through cognitive-focused adaptations.

Secondly, the observed increase in typing speed (KPM)
and reduction in error rates in the AG further validate the
AUTI's benefits. This is particularly noteworthy because
sustained high performance in typing, especially during
complex tasks, is often indicative of optimal cognitive
engagement and reduced fatigue. The AUI's ability to
maintain or even improve these metrics suggests that its
adaptations helped users sustain focus and precision. For
example, if the system detected early signs of fatigue or
distraction, it might have adjusted screen brightness, font
contrast, or provided subtle visual cues to re-engage the user,
preventing a decline in performance that would typically
occur with prolonged effort.

Again, the most direct evidence for the AUI's positive
impact on user experience comes from the significantly lower
NASA-TLX scores reported by the AG. This indicates that
participants using the adaptive interface perceived their tasks
as less mentally demanding, requiring less effort, and causing
less frustration. This reduction in subjective cognitive load is
a critical outcome, as high cognitive load is a known precursor
to stress, errors, and burnout in digital environments. The
AUTI's success in this regard highlights its capacity to create a
more comfortable and less taxing interaction experience,
aligning with the principles of user-centered design and
cognitive ergonomics.

Finally, the substantial reduction in perceived stress and
fatigue in the AG is perhaps the most impactful finding,
directly addressing the core objective of enhancing digital
well-being. This suggests that by intelligently responding to
user states, the AUI fostered a more supportive and less
draining digital environment. Users felt less overwhelmed and
more in control, leading to a more positive overall experience.
This goes beyond mere task efficiency; it speaks to the
qualitative aspect of human-computer interaction, where
technology serves to augment human capabilities without
compromising mental health. The AUI's ability to proactively
manage potential stressors and fatigue-inducing elements
within the interface contributes directly to a healthier and
more sustainable digital lifestyle.

5.2.  Comparison with Existing Literature

Our findings build upon and extend existing research in
keystroke dynamics and adaptive user interfaces. While
previous studies have demonstrated the feasibility of inferring
user states from keystroke patterns, our work distinguishes
itself by systematically integrating these inferences into a
functional AUI and empirically validating its impact on a
comprehensive set of performance and well-being metrics.
Unlike studies that primarily focus on diagnostic applications
of keystroke data, our research emphasizes proactive
intervention and optimization of the user experience.

Furthermore, our approach addresses some of the
limitations identified in earlier AUI research. By relying on
passive, continuous keystroke data, we overcome the
intrusiveness and reactivity issues associated with explicit
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user input or some physiological sensors. The real-time nature
of our inference models and adaptation strategies allows for
dynamic adjustments that are more responsive to the fluid
changes in user states, a significant improvement over static
or rule-based adaptive systems. The interdisciplinary nature
of our work, combining insights from behavioral data analysis,
HCI, and cognitive psychology, provides a more holistic
understanding of the human-computer interaction loop and
enables the design of more sophisticated and empathetic
digital systems.

5.3.  Theoretical and Practical Implications

This study reinforces the theoretical premise that subtle
behavioral cues, such as keystroke dynamics, can provide
meaningful insights into users’ internal cognitive and
emotional states. By empirically supporting the application of
cognitive load theory and attention allocation models in
dynamic user interface design, the research extends current
understanding at the intersection of human factors, artificial
intelligence, and digital well-being. The successful
implementation of LSTM-based inference models
demonstrates the potential of deep learning methods for
capturing and interpreting complex, sequential human
behavioral data, suggesting a shift toward more human-aware
and context-sensitive computing. Practically, the proposed
Adaptive User Interface (AUI) framework offers wide-
ranging applications. In productivity software, it can detect
user fatigue or cognitive overload to suggest breaks or
simplify interfaces; in e-learning platforms, it can adjust
content difficulty, pacing, or feedback according to students’
attention and comprehension levels; in healthcare, it can
support mental health monitoring by passively tracking
keystroke patterns to detect stress, anxiety, or depression; and
in gaming, it can dynamically balance challenge and
engagement to enhance user experience. Because keystroke
data collection is non-intrusive and requires no special
equipment or explicit user input, the approach is both scalable
and practical, paving the way for more empathetic and
responsive digital environments that balance user well-being
with performance.

6. CONCLUSION

This research successfully demonstrates the feasibility
and significant benefits of an Adaptive User Interface (AUI)
that leverages real-time keystroke dynamics to infer user
cognitive and emotional states, thereby dynamically adjusting
Ul elements to enhance digital well-being. By integrating
principles from behavioral data analysis, human- computer
interaction, and cognitive psychology, we have developed a
novel framework that moves beyond static interface designs
to create more responsive, empathetic, and user-centric digital
environments.

Our comprehensive experimental evaluation revealed that
the AUI significantly improved task performance, enhanced
typing efficiency and accuracy, and substantially reduced
perceived cognitive load, stress, and fatigue among users.
These findings underscore the profound impact that
intelligent interface adaptation can have on optimizing user
experience and promoting healthier digital habits. The ability
to passively and continuously monitor user states through
keystroke patterns provides a powerful, non-intrusive
mechanism for personalized interaction, paving the way for a
new generation of digital systems that are inherently
supportive of human flourishing.
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This study contributes to the growing body of knowledge
by providing empirical evidence for the utility of keystroke
dynamics as a robust indicator of user well-being and by
offering a foundational blueprint for the design and
implementation of adaptive interfaces. While acknowledging
certain limitations, such as the controlled experimental setting
and reliance on a single modality of behavioral data, our work
opens exciting avenues for future research. Expanding to
multi-modal data integration, exploring more objective
ground truth measures, developing advanced adaptive control
mechanisms, and addressing ethical considerations related to
privacy will be crucial next steps.

Ultimately, this research advocates for a paradigm shift in
digital product design-one that prioritizes not just
functionality and efficiency, but also the cognitive and
emotional well-being of the user. By embracing adaptive
intelligence, we can create digital technologies that are not
only powerful tools but also thoughtful companions, fostering
amore balanced and sustainable relationship between humans
and their digital world.
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